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Abstract 
Cryptography is a Greek word which means secret writing. However we use this term to refer to the 
science and arts of transforming the message to make them secure and immune to attacks. Access 
to stored information has increased greatly. More companies and institution store official and 
individual information on computer than ever before. So information security is a matter of deep 
concern. In this paper I have proposed an algorithm which is based on block cipher concept. In 
this algorithm I have used simple mathematical operations like XOR and shifting operations. 
            Speed and complexity are two important aspects of block ciphers. The block length of the 
block cipher decides the complexity. The key complexity also imposes a constraint on the length of 
the block cipher. In my proposed work the keys are generated by a random key generator and a new 
approach for S-box is used.,  
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I. INTRODUCTION 
Plain text & Cipher text: 
The original message before being transformed is called plain text. After the message is transformed 
on the application of algorithm is called cipher text. 
Cipher 
We refer to encryption and decryption algorithm as ciphers. The term ‘cipher’ is also used to refer to 
different categories of algorithm in cryptography. 
Key 
A key is a number (or as set of numbers) that the cipher as a number operates on. 
II. CATEGORIES 
We divide the entire cryptographic algorithm (ciphers) broadly into two groups:- 
1. Symmetric- Key cryptographic algorithm. 
2. Asymmetric-Key cryptographic algorithm. 
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Figure 1: A conventional model of Cryptography 
Symmetric-Key Cryptography 
In the symmetric key cryptography the same key is used by both parties. The sender uses this key as 
an algorithm to encrypt data; the receiver uses the same key and corresponding decryption algorithm 
to decrypt data. 
Asymmetric-Key Cryptography 
In the asymmetric key cryptography there are two keys: a private key and a public key. The private 
key is kept by the receiver. The pubic key is announced to the public. 
Let us discuss something about the traditional ciphers which are though obsolete but helped in the 
evolution of the modern ciphers. 
III. TRADITIONAL CIPHERS 
We divide traditional ciphers into two broad categories:- 
1. Substitution ciphers. 
2. Transposition ciphers. 
Substitution Cipher 
A substitution cipher substitutes one symbol with another. If the symbols in the plain text are 
alphabetic character we replace one character with another. 
Transposition ciphers 
In transposition ciphers there is no substitution instead their location alters. A character in the first 
position may appear in the different position in the cipher text. 
IV.  MODERN ROUND CIPHERS 
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These ciphers are bit oriented. 
XOR cipher 
It uses the exclusive-or operation between two data inputs; plaintext as the first and the key as the 
second. 
Rotation cipher 
This cipher rotates the input bit left to right. It may be keyed or keyless. 
S-box 
An S-box (substitution box) parallels the traditional substitution cipher for characters. The S-box is 
normally keyless and is used as an intermediate stage of encryption and decryption. 
P-box 
A P-box (transposition box) for bits parallels traditional transposition cipher for characters. It 
performs a transposition at bit level; it transposes bit. 
V. PROPOSED ALGORITHM (EXPERIMENTAL DESCRIPTION) 
The proposed work is mostly based on a class of Feistal Ciphers technique in which the encryption 
and decryption process are very similar even identical in some cases requiring only a key reversal. 
Thus the size of the code and circuitry required to implement such a cipher is almost halved. 
The basic steps involved in my proposed work are:- 
1. Bit-Shuffling 
2. Substitution boxes or S-boxes. 
3. XOR operations to create a large amount of data. 
Successful block cipher design integrates the concept of Confusion and Diffusion. Essentially looking 
at the output no idea can be made about the input, in other words input should not bear a statistical 
regularity with the output. Confusion is the measure of the statistical relationship of the input on the 
output. Diffusion, on the other hand is the tendency to extend the influence of the input symbols on 
the output words to alienate the tendency of the input symbols on the plain text. 
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Steps of Proposed Algorithm 
1. Firstly a 256 bit text is obtained as the plain text. 
2. Next the 256 bit text is divided into four arrays (64*4) using permutation or bit-shuffling. 
3.  The keys are generated as different lengths (64,256) from a random key generator and are not 
entered manually. 
4. Now the plain text is XOR-ed with the key generated. 
5. Next the 64 bit text is passed through the DES block with the keys generated from the key 
generator. 
6. Now the four arrays of 64 bit text is merged into the 256 bit text and subsequently  passed 
through the S-boxes to obtain the cipher text. 
7. In the substitution step (S-boxes) the substitution occurs in presence of the random key 
generated from the key generator. 
 
VI. RESULTS & CONCLUSION 
In this proposed algorithm it has been found that the speed and complexity of this block 
cipher is better than the DES algorithm, while due to its Freisel mode of operation the code 
and circuitry of this are very similar to each other. The S-box function of DES is an 8-tick 
time consuming function because there are 8 s-boxes perform serially. In the proposed 
algorithm, the s-box is take a 1-tick time consuming function because there is 1 S-box 
perform in parallel-wise each of rows to calculate the output.  
The complexity of any block cipher depends on the block length or key length unless special 
break through is done. The DES deals with 64 bit and so the complexity is 264 while the 
complexity of the proposed algorithm is 2256. 
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